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1. Introduction: Why Organizational Maturity Begins with the Risk 
Register 

An organization's ability to survive is not measured by the size of its profit in a good year. It is 

measured by how well it can see what might bring it down before that happens. This is where the 

risk register earns its place. It is not a table we fill in to satisfy an auditor or a regulator, and it is 

not a document prepared once a year and then forgotten in a drawer. Built properly, the risk 

register is the organization's structured memory of everything that threatens its objectives, and 

the instrument that turns vague anxiety into clear, accountable decisions. 

Many organizations own a register in name only. You open the file and find a list of generic risks 

copied from a ready-made template, worded vaguely, scored on instinct, with no one who knows 

who owns each risk or when it is next reviewed. That kind of register offers a false sense of 

security, and it can be more dangerous than having none at all, because it convinces the board 

and the committee that risks are being managed when in reality they are just words on a page. 

This guide walks you through building a risk register from scratch, with a disciplined method 

grounded in ISO 31000:2018, aligned with the Global Internal Audit Standards (GIAS) issued in 

2024, and consistent with the COSO enterprise risk management framework. The goal is for you 

to end up with a living document that is actually used in decision-making, not a formal artifact that 

gets filled in and filed. 

What sets this guide apart? It is practical first. You will find the column structure a professional 

register needs, probability-based risk articulation, an evaluation method built on the likelihood and 

impact matrix, and a clear thread connecting all of it to the standards an internal auditor is held 

to. The accompanying diagrams are not decoration. They are maps that help you fix each idea 

visually before you put it into practice. 

2. The Foundational Reference: Understanding ISO 31000:2018 

Before we build anything, we need to understand the house we belong to. ISO 31000:2018, issued 

by the International Organization for Standardization, is the most widely accepted global reference 

for risk management. It does not impose a single model that fits everyone. Instead, it offers a 

coherent logic that rests on three interconnected components: principles, framework, and 

process. 
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Figure 1: The three integrated components of ISO 31000:2018. 

Principles: Why We Manage Risk at All 

The standard starts from a single purpose that governs everything else, which is creating and 

protecting value. From that purpose flow eight principles that define what good risk management 

looks like. It must be integrated into the organization's governance and operations rather than 

bolted on, structured and comprehensive so that it produces consistent results, and customized 

to the organization's context, size, and sector rather than borrowed from someone else. It also 

calls for inclusiveness by drawing on the differing knowledge of stakeholders, dynamism because 

risks change as conditions change, reliance on the best available information while 

acknowledging its limits, attention to human and cultural factors, and continual improvement 

through learning from experience. 

Framework: Who Carries the Responsibility, and How 

The framework is the governance structure that makes risk management possible and 

sustainable. At its heart is leadership and commitment from the board and executive 

management, because no risk methodology succeeds unless the top genuinely adopts it rather 

than paying it lip service. The framework moves through a cycle that begins with integration into 

governance structures, then design that sets out roles, resources, and policies, then 

implementation on the ground, then evaluation to measure effectiveness, and finally improvement 

that feeds the lessons back into the cycle. The risk register is one of the most tangible outputs of 

this framework. 
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Process: The Operational Steps 

The process is the part we touch every day, and it is what translates the principles and framework 

into practice. It consists of establishing the scope, context, and criteria, then assessing risk 

through its three stages of identification, analysis, and evaluation, then treatment, all of it wrapped 

in communication and consultation on one side and monitoring and review on the other, with 

recording and reporting at every stage. The next chapter unpacks this process, because it is the 

backbone of building the register. 

3. The Bridge Between the Risk Register and the GIAS 2024 
Standards 

For the internal auditor, the risk register is not a document that belongs to management alone. It 

is a point of reference for the whole of their work. The Global Internal Audit Standards, issued by 

The Institute of Internal Auditors in 2024 and known as GIAS, replaced the previous professional 

framework, and they tie the quality of the internal audit function directly to a sound understanding 

of risk. 

 
Figure 2: Where the risk register sits in the Three Lines Model. 
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The Three Lines Model, issued by The Institute of Internal Auditors in its updated form in 2020, 

shows where the register sits. The first line owns and manages risk in the heart of daily operations. 

The second line provides expertise and oversight and helps design and monitor the risk 

methodology. Internal audit represents the third line, providing objective and independent 

assurance and advice, and relying in its planning on the information the register produces. The 

board, through the audit committee, exercises oversight and accountability over how mature risk 

management is. 

Relevant Requirements in GIAS 

Standard 9.4 (Internal Audit Plan): requires the chief audit executive to base the audit plan on 

risk and to take into account the organization's risk assessment. In practice, a good register is the 

most important input to that plan, since the highest-value risks steer the scope and priorities of 

engagements. 

Principle 9 (Plan Strategically): places on the function the duty to understand the organization's 

governance, risk management, and control processes, an understanding that is incomplete 

without a reliable register reflecting the real risk picture rather than an imagined one. 

Standard 13.2 (Engagement Risk Assessment): requires, when planning each engagement, 

an assessment of its risks that draws on the organization-wide register and updates it at the same 

time. In this way the engagement feeds off the register and returns to it whatever risks or changes 

it discovers. 

Domain III (Governing the Internal Audit Function): establishes the board's oversight 

responsibility, including following how risks are managed and reported. The risk report that 

emerges from the register is one of the most important items raised to the audit committee. 

The conclusion is that building a solid risk register is not an organizational luxury. It is an obligation 

that serves the auditor in the plan, in the engagements, and in the reports to the board. A weak 

register shows up as weakness in every link that follows. 

4. Before You Build: Context, Scope, Criteria, and Risk Appetite 

The most common mistake is for the team to start listing risks straight away. That leads to a 

scattered register with no anchor. The sound approach under ISO 31000 begins by laying the 

ground: defining the context, the boundaries of scope, the risk criteria, and the risk appetite 

statement. These foundations are what later make the assessment consistent and defensible. 
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Figure 3: The risk management process under Clause 6 of ISO 31000:2018. 

Defining the Internal and External Context 

The external context covers the regulatory, economic, technological, and competitive 

environment the organization operates in, along with the expectations of stakeholders and 

regulators. The internal context covers strategic objectives, organizational structure, culture, 

resources, and systems. Analyzing context is not an academic exercise. It is what determines 

which risks are relevant to this particular organization. A tool such as PESTLE helps scan external 

factors, while a SWOT analysis surfaces the internal weaknesses that may turn into risks. 

Drawing the Boundaries of Scope 

Scope defines what the register covers: the whole organization, a business unit, a single process, 

or a project. The wider the scope, the greater the need to classify risks into logical categories 

such as strategic, operational, financial, compliance, reputational, and technology and cyber risks. 

This classification makes the register readable, aggregable, and comparable across units. 

Risk Criteria: The Likelihood and Impact Scales 

Risk criteria are the ruler we measure with. You must agree in advance on a scale for likelihood, 

running for example from rare to almost certain, and a scale for impact, from negligible to severe, 
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each grade described in quantitative or qualitative terms. Impact is not measured in money alone. 

It may be an impact on reputation, on regulatory compliance, or on the safety of people. 

Standardizing these criteria across the organization is a condition for any fair comparison between 

risks. 

Risk Appetite and Tolerance 

Here a pivotal concept enters that is often neglected. Risk appetite is the amount of risk the 

organization is willing to accept in pursuit of its objectives, while risk tolerance is the permitted 

variation around that level. These two concepts, detailed in the COSO enterprise risk 

management framework, are what turn assessment into decision. A risk is treated not merely 

because it is high, but because it exceeds what the board has decided it is willing to bear. Without 

that dividing line, prioritization becomes judgement with no anchor. 

5. Anatomy of a Professional Register: The Column Structure 

What makes one register professional and another merely a list? The answer is in its structure. A 

professional register tells the full story of each risk: from its definition and classification, to its 

analysis before controls, to the controls in place, to what remains after them, all the way to its 

treatment plan, its owner, and its follow-up. The diagram below summarizes this structure in five 

groups. 
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Figure 4: The core column groups of a professional risk register. 

Group One: Identification and Classification 

It begins with a unique reference for each risk that makes citation and tracking easy, then the 

main process and sub-process the risk belongs to. After that comes the heart of the articulation: 

the risk title, its description, and its root cause. Separating these three is not cosmetic, it is a 

methodological necessity that keeps clear exactly what we are talking about. It is also worth 

adding a column for the best practice or reference control linked to the risk, showing what the 

ideal state should look like. 

The probability-based articulation rule: write each risk as a possibility, not a fact. A solid form 

ties three elements together: the root cause, then the potential event, then the impact on the 

objective. For example: as a result of weak logical access controls (cause), unauthorized access 

to customer data may occur (event), leading to regulatory fines and reputational damage (impact). 

This articulation alone lifts the quality of the register a full step. 

Group Two: Inherent Analysis 
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Here we assess the risk before the effect of any control, in its raw form. We record likelihood and 

impact according to the agreed criteria, then compute the risk value by multiplying them (likelihood 

by impact). This is the inherent risk, and it reveals the true size of the threat were control absent. 

Group Three: Existing Controls 

Here we document the controls that actually exist to address the risk, and we judge how 

adequately they are designed and how effectively they operate. The distinction is fundamental: a 

well-designed control that is not applied is worth nothing. Assessing controls honestly is what 

distinguishes a realistic register from an optimistic one. 

Group Four: Residual Risk 

After lowering the effect of the controls, we re-estimate likelihood and impact to arrive at the 

residual risk. This is the figure compared against the risk appetite statement. If it sits within the 

acceptable level we settle for monitoring, and if it exceeds it then further treatment is required. 

The difference between inherent and residual is the actual value the controls add, and it is in itself 

an indicator of how mature the control environment is. 

Group Five: Treatment and Governance 

This covers the treatment strategy, the action plan, the responsible owner, the due date, the 

related key risk indicator, and the status of execution. This group is what turns the register from 

a diagnosis into a commitment. A risk with no owner and no date is a risk left to drift. 

A non-negotiable principle: one risk per row, and never merge cells. Merging breaks the ability 

to sort, filter, and aggregate automatically, and it ruins any later analysis of the data. The register 

is a data tool before it is a document, and it must be treated as such. 

6. The Roadmap: Five Steps to Build from Scratch 

Now that we understand the structure, we move to execution. Building the register is not a one-

off event but a repeating cycle. The diagram below summarizes the journey in five steps, each 

feeding the next, with the loop coming back to start again with every review cycle. 
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Figure 5: A five-step roadmap for building the register. 

The five chapters that follow take each step in practical detail: what we do in it, with which tools, 

and what output to expect. Follow them in order in your first cycle, then you will find your own 

rhythm in the cycles that follow. 

7. Step One: Identifying and Articulating Risks 

You cannot manage what you cannot see. The aim of this step is a systematic scan that surfaces 

the risks that could derail the organization's objectives, with the widest possible coverage. Relying 

on one person or on a ready-made list leaves dangerous gaps. The more mature approach 

combines several sources. 

Identification Tools 

Participatory workshops with process owners draw out risks from the people closest to them. One-

to-one interviews with leaders reveal strategic concerns. Reviewing historical data, past incidents, 

and complaint logs uncovers recurring patterns. Environmental scanning tools such as PESTLE 

and SWOT analysis ensure coverage of external and internal factors. Risk and control self-

assessment (RCSA) involves management in diagnosing its own risks and controls together. 

Bow-Tie Analysis for Understanding a Risk in Depth 

One of the most powerful visual tools for unpacking an important risk is bow-tie analysis. It places 

the top event in the centre, lines up on its left the threat sources and the preventive controls that 
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stop it from occurring, and on its right the potential consequences and the mitigation and recovery 

controls that limit their impact after it occurs. This picture clearly reveals where our controls are 

concentrated and where the gaps are. 

 
Figure 6: A worked example of bow-tie analysis for a customer data breach. 

Notice in the example how the preventive controls (identity and access management, awareness 

and phishing simulation, device encryption) work to prevent the event, while the recovery controls 

(incident response plan, notifying the regulator and customers, backup and restore) work to 

contain the impact after it occurs. Separating the two helps you build a balanced treatment plan 

that does not focus on prevention and neglect recovery. 

Output of the step: an initial list of risks articulated in probability-based form (cause, then event, 

then impact), classified into their categories, each recorded in its own independent row, ready to 

move on to analysis. 

8. Step Two: Analysis (Inherent and Residual) 

After identification, we analyze. Analysis answers two questions: how large is the risk if control 

were absent, and how large is it after the controls in place? The difference between the two is 

what reveals the effectiveness of the control environment and steers the treatment decision. 

Inherent Estimation Before Controls 
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We estimate each risk's likelihood and impact against the scales agreed in the risk criteria, then 

compute its inherent value by multiplying them. It matters that the estimate is based on evidence 

as far as possible rather than on individual impression, and that more than one expert takes part 

to reduce bias. Recording the reasoning behind each estimate raises the transparency of the 

register and makes it easier to review. 

Assessing the Adequacy and Effectiveness of Controls 

We examine the existing controls from two angles. Design adequacy: is the control designed so 

that it actually addresses the risk if applied as intended? And operating effectiveness: is it applied 

consistently and uniformly on the ground? The COSO Internal Control Integrated Framework, 

issued in 2013, offers a useful reference for assessing the components of control. A control that 

is poorly designed or intermittently operated does not reduce the risk by the amount assumed, 

and that is what must be reflected in the residual estimate. 

Residual Estimation After Controls 

In light of the assessment of controls, we re-estimate likelihood and impact to arrive at the residual 

risk. This figure is the most important in practice, because it expresses the organization's real 

position today. If the controls are strong the residual drops well below the inherent, and if they are 

fragile the two figures stay close, which is a warning sign. Remember that the aim is not to bring 

risk to zero, which is impossible and costly, but to bring it below the appetite threshold. 

9. Step Three: Evaluation and Prioritization 

Analysis gave us numbers, and evaluation turns them into decisions. Here we compare each 

residual risk against the risk appetite statement, and we prioritize based on which ones exceed 

the threshold and which approach it. The most familiar tool for this purpose is the risk assessment 

matrix, or heat map. 
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Figure 7: The risk assessment matrix (likelihood by impact) with four classifications. 

In this matrix, each risk falls into a cell determined by its likelihood grade (the vertical axis) and 

its impact grade (the horizontal axis). Multiplying the two gives the risk score, which is classified 

by colour into four bands: low (1 to 4) in green, medium (5 to 9) in amber, high (10 to 14) in orange, 

and extreme (15 to 25) in red. Presenting the classification with both word and colour, rather than 

a number alone, makes the matrix understandable to non-specialists on the board and 

committees. 

From Colour to Decision 

The colour classification is not an end but a guide. An extreme risk calls for immediate treatment 

and escalation to the board. A high one needs a treatment plan with an owner and a defined 

timeframe. A medium one is controlled and monitored periodically. A low one is accepted with 

periodic review to confirm it stays that way. But the final arbiter remains the risk's position relative 

to the approved appetite. An organization may decide that a medium risk in a sensitive area such 

as compliance deserves treatment beyond what its colour suggests. The matrix guides, and the 

appetite statement governs. 

10. Step Four: Treatment and Action Plans 

We have reached the point where management turns from understanding into action. For each 

risk that exceeds the appetite threshold, we choose a treatment strategy. ISO 31000 offers four 

main options, known in practice as the four T's. 
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The Four Treatment Options 

Avoid: stepping away from the activity that causes the risk altogether, when its risk outweighs 

any potential return. For example, discontinuing a high-risk product line or withdrawing from an 

unstable market. 

Reduce: the most common option, which means strengthening controls to lower likelihood, 

impact, or both. For example, adding two-factor authentication to reduce the likelihood of a 

breach. 

Share or Transfer: moving part of the burden of the risk to another party, through insurance, 

outsourcing, or contractual terms. It does not move the responsibility entirely, but it distributes the 

financial impact. 

Accept: retaining the risk knowingly and by decision, when it sits within the appetite threshold or 

when the cost of treating it outweighs the benefit. Acceptance is a documented decision, not silent 

neglect. 

From Strategy to an Actionable Plan 

Choosing the strategy is not enough on its own. Every treatment needs a specific action plan: 

what exactly will be done, who owns the execution by name rather than by title, what the due date 

is, and what indicator tells us the treatment has borne fruit. After the treatment is implemented, 

the residual risk is re-estimated again, to confirm it has indeed dropped below the appetite 

threshold. This closed loop is what stops treatment plans from turning into open-ended promises. 

A practical caution: beware paper treatment, that is, recording an action in the register with no 

budget, no real owner, and no follow-up. This is more dangerous than leaving the risk untreated, 

because it gives the illusion that the matter is under control. 

11. Step Five: Monitoring, Review, and Reporting 

The register is not a document we finish and then close. Risks change, new risks appear, and the 

effectiveness of controls erodes over time. This step is what keeps the register alive and useful, 

and it is a shared responsibility across the three lines. 

Key Risk Indicators 

Key risk indicators (KRIs) are early-warning signals that flag a rising risk before it occurs. 

Choosing a good indicator for each important risk, with a defined alert threshold, turns monitoring 

from a delayed reaction into disciplined anticipation. For example, a rise in failed login attempts 

may be an early indicator of an escalating cyber risk. 
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Review Cadence 

A regular review frequency is set in proportion to the nature of each risk, so that highly volatile 

risks are reviewed more often than stable ones. Alongside the scheduled cadence, major events 

such as regulatory changes, a product launch, or a serious incident call for an immediate review. 

Each review re-estimates the risks, updates the controls, closes what has been treated, and 

opens what has newly emerged. 

Reporting to the Audit Committee and the Board 

The ultimate value of the register shows in the reporting. The risk report raised to the audit 

committee should be focused and visual, highlighting the extreme and high risks, the status of 

their treatment, and their trend up or down. This reporting serves the oversight responsibility set 

out in the GIAS standards under Domain III, and it feeds the principle of communicating 

effectively. A register that does not reach the decision-maker in an understandable form loses 

half its value. 

12. Common Mistakes and How to Avoid Them 

After building several registers, the same mistakes recur in front of you. Being aware of them in 

advance saves you cycles of correction. 

Loose articulation: writing the risk as a single word such as liquidity or reputation with no cause, 

no event, and no impact. The cure is probability-based articulation that separates the three 

elements. 

Copying from templates: adopting a ready-made list of risks that does not reflect the 

organization's context. The cure is to start from your own analysis of context and scope. 

Confusing inherent with residual: assessing the risk once with no distinction between before 

and after controls. The cure is two separate estimate columns, with an explicit assessment of 

controls in between. 

Missing owner and date: recording the treatment with no specific owner and no deadline. The 

cure is to require every treatment to carry a named owner, a due date, and a follow-up indicator. 

Merging cells and combining risks in one row: which breaks sorting and analysis. The cure is 

a strict rule: one risk per row, and never merge. 

The dead register: preparing it once and then neglecting it. The cure is an approved review 

cadence, warning indicators, and regular reporting to the audit committee. 

Ignoring risk appetite: prioritizing by colour alone with no reference point. The cure is to adopt 

an appetite and tolerance statement against which every residual risk is compared. 
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13. A Practical Build Checklist 

Use this checklist as a quick reference to confirm your register is complete before you approve it. 

Each item distils an idea we established in this guide. 

1. The internal and external context and stakeholder expectations have been defined clearly. 

2. The boundaries of the register's scope (organization / unit / process / project) are drawn, 

and risks are classified into logical categories. 

3. Risk criteria are adopted: likelihood and impact scales with standardized quantitative or 

qualitative descriptions. 

4. A risk appetite and tolerance statement has been issued by the appropriate governance 

level. 

5. Risks are identified from multiple sources (workshops, interviews, historical data, PESTLE, 

SWOT, RCSA). 

6. Each risk is articulated in probability-based form: root cause, then potential event, then 

impact on the objective. 

7. Inherent risk (likelihood by impact) is estimated before the effect of any control. 

8. Existing controls are documented, and their design adequacy and operating effectiveness 

are assessed honestly. 

9. Residual risk is re-estimated after controls and compared against the appetite statement. 

10. A treatment strategy is chosen for each exceeding risk (avoid / reduce / share / accept). 

11. Every treatment has an action plan with a named owner, a due date, and a follow-up 

indicator. 

12. Key risk indicators (KRIs) with alert thresholds are defined for the important risks. 

13. A regular review cadence is adopted, with an immediate review on major events. 

14. A visual risk report for the audit committee and the board is designed, highlighting extreme 

and high risks and their trend. 

15. The rule is applied: one risk per row, never merge cells, and the register stays sortable and 

analyzable. 

14. Conclusion 

A professional risk register is less a technical achievement than an expression of how mature an 

organization is in thinking about its future. When every field in it is built with intent, from articulating 

the risk to estimating the residual to following up the treatment, the register turns from a 

compliance burden into an instrument of sound leadership. And the internal auditor who masters 
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reading and building this register has a hand on the single most important input to the plan, the 

engagements, and the reports. 

Start simple and solid, then develop with every cycle. A modest register that is honest, current, 

and alive is better than a vast one copied out that no one reads. The value is not in the number 

of rows, but in the honesty of what they carry and in the decisions that flow from them. 
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